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Welcome Letter 
 

Distinguished Delegates, 

 

Welcome to the Human Rights Council at GrunnMUN 2021. We are delighted to announce 
that, during this year’s conference, the topic which will be addressed is the protection of 
human rights in the context of peaceful protests. 

The Human Rights Council was created in 2006, and its main goal is strengthening the 
promotion and protection of human rights around the globe. Nowadays, the world is facing 
violations of human rights in many different countries and in many different ways, however, 
an issue which has drawn particular attention and is becoming increasingly relevant, is the 
violation of human rights during peaceful protests. 

Your day at GrunnMUN 2021 will consist of long discussions and negotiations, aimed at 
reaching an agreement with the other Member States, and passing a resolution which offers 
concrete proposals regarding the actions that your country believes are necessary. You will 
find that reaching a compromise is often not easy, since all countries have different interests 
and aim to promote their own individual goals. As a consequence, in order for you to be a 
successful delegate, you must place yourself in the position of the other States, whilst not 
losing sight of your own objectives. GrunnMUN 2021 therefore offers you the perfect 
opportunity to broaden your knowledge on this topic, to understand its complexity and to 
propose and address multiple possible solutions. To be best prepared, we recommend that 
you read this background paper carefully, as it contains important information on the topic. 
In addition, we strongly encourage you to research your country's position on this issue 
before the start of the conference. Finally, it is important to read the Rules of Procedure 
carefully in order to ensure a fruitful and productive debate. 

We hope that you are as excited about GrunnMUN 2021 as we are. We are very much 
looking forward to meeting you all, and we are certain that it will be a great experience for 
everyone! 

 

Viola Raffaeli and Lara Simonovski 
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Introduction  
 

The Human Rights Council is an inter-governmental body which was created in 2006, and 
which is responsible for strengthening the promotion and protection of human rights around 
the globe. In particular, it addresses situations of human rights violations and makes 
recommendations on them.1 

The Human Rights Council is composed of 47 Member States that are elected by the 
General Assembly for a period of three years. Membership to the Council is based on 
equitable geographical distribution.2 In 2007, the Human Rights Council adopted its 
Institution Building Package which, among other things, sets forth the mechanisms of the 
Council’s subsidiary bodies.3 

Knowledge of human rights, of their historical background and of cultural differences is 
fundamental when addressing issues of human rights. This is because human rights are 
perceived in widely different ways across different parts of the globe. It is therefore 
necessary to take into consideration how different cultures may be affected by measures 
that are aimed at the implementation and protection of human rights. Consequently, when 
proposing solutions and adopting resolutions, it is always of great importance to take into 
consideration individual characteristics of each country. One must recognise that, even in 
the field of human rights, a ‘one-size-fits-all’ approach is often not viable or appropriate.  

It is also important to take into consideration that different human rights may have to be 
balanced against one another. Particularly when it comes to protests, there is often an 
interplay between freedom of expression and personal security. 

Hence, the issue which the Human Rights Council must address, when it comes to protests, 
is how to ensure that human rights are respected, while taking into account State’s right to 
ensure national security. 
 
 
Problem Specification 
 

At present, there is no existing definition of the right to peaceful protest, however, it is 
commonly accepted that it falls within the right to peaceful assembly, which is laid out in 
detail in the International Covenant on Civil and Political Rights. This right enables individuals 

 
1 “Welcome to the Human Rights Council,” United Nations Human Rights Council, accessed 
January 16, 2021, https://www.ohchr.org/EN/HRBodies/HRC/Pages/AboutCouncil.aspx 
2 “Membership of the Human Rights Council,” United Nations Human Rights Council, accessed 
January 10, 2021, https://www.ohchr.org/EN/HRBodies/HRC/Pages/Membership.aspx 
3 “Human Rights Council Subsidiary Bodies,” United Nations Human Rights Council, accessed 
January 16, 2021, https://www.ohchr.org/EN/HRBodies/HRC/Pages/OtherSubBodies.aspx 
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to express themselves collectively and to participate in shaping their societies.4 
Consequently, the right to protest must be seen as an essential component of the 
fundamental right of peaceful assembly, and the Human Rights Council must ensure that 
this right is protected, and that individuals are allowed to exercise this right. 

In principle, there should be no restrictions to the right to peaceful assembly, nor should this 
be applied in a discriminate way; however, States sometimes claim that restrictions are 
necessary for their internal security. It is of the utmost importance that the permission of 
restrictions be limited to what is strictly necessary.5 In particular, the ‘interests of national 
security may serve as a legal ground for restrictions, however, when assemblies fall within 
the ‘peaceful’ categorisation, this threshold will not be easily met (para. 42). Furthermore, 
although law enforcement officials are permitted to resort to the use of force in particular 
situations, such instances are extremely limited, and therefore, as a general rule, the use of 
force should not be employed when the right to peaceful assembly is being exercised. As a 
consequence, in order to ensure that human rights are respected, the use of force during 
peaceful protests should be avoided, and any use of force which goes beyond what is strictly 
necessary to ensure security will constitute a violation of human rights.  

Firstly, despite the ongoing pandemic, or perhaps because of the pandemic, the right to 
freedom of assembly, and the possibility for peaceful protest, is now more important than 
it has ever been before. In fact, in recent months, people around the globe have united to 
protest many issues, such as Black Lives Matter and the right to abortion in Poland to name 
just two examples. However, these protests have highlighted how, in many countries, 
peaceful citizen action is met by State violence, and this can no longer be tolerated. 
Therefore, more concrete solutions must be presented.  

Secondly, the presence of the pandemic has led to a rapid and significant shift in the exercise 
of the right to freedom of assembly. Online platforms have been used for many years as a 
way of exercising the right of freedom of expression. However, due to the sudden 
development of the Covid-19 virus, and all the changes which society has had to face due 
to the pandemic, online platforms have become one of the principal loci for the exercise of 
the right to freedom of assembly, and therefore of the right to protest.6 As a consequence 
of this development, it is necessary for the Human Rights Council to ensure that human 

 
4 The United Nations General Assembly, 1966. “International Covenant on Civil and Political 
Rights,” art. 21. 
5 United Nations Human Rights Committee, General Comment No.37 on the right of peaceful 
assembly (article 21), adopted 17 September 2020, 
http://docstore.ohchr.org/SelfServices/FilesHandler.ashx?enc=6QkG1d%2fPPRiCAqhKb7yhsrdB0H1
l5979OVGGB%2bWPAXj3%2bho0P51AAHSqSubYW2%2fRxcFiagfuwxycuvi40wJfdPLI9%2feceD
WBX%2fij2tgqDXgdjqx8wTKKbIoySyDPtsMO 
6 “How do you define lawful peaceful protest? The UN Human Rights Committee has a clear answer,” UN 
News, last modified July 29, 2020, https://news.un.org/en/story/2020/07/1069211. 



4 
 

rights are respected even when fundamental freedoms are exercised through the Internet.7 
Therefore, the Member States must also propose solutions which tackle this new issue.  

These issues and their developments are highly complex, since the right of assembly is of 
fundamental importance for all citizens of the world, and the ongoing crises renders its 
exercise less straightforward than before , therefore requiring more nuanced solutions. 
During GrunnMUN 2021 you will have the chance to represent one of these countries, and 
come up with solutions together with other delegates, addressing this year’s theme: 
‘Cooperation in Times of Crisis’. 
 
 

Questions A Resolution Must Answer (QARMAs) 
 

We hope that the QARMA sections for the GrunnMUN 2021 debate of the Human Rights 
Council provide you with interesting new facts and helpful insights. Please note that these 
are questions that the resolution is intended to answer, hence you must investigate how 
your country stands on these questions. If you have further ideas on our Council topic that 
you would like to discuss, please do not hesitate to address them in the debates as well.  

 

1) In times of crisis such as those of the present day, which strategies and methods could 
be implemented at the domestic and international level, in order to move the 
expression of the right to freedom of assembly to online platforms? 

 

2) Which safeguards should be implemented at the domestic and international level in 
order to secure an adequate level of data protection of data subjects in light of the right 
of assembly on online platforms? 

 

3) In light of recent events which have highlighted violations of the right to non-
discrimination when expressing the right to freedom of assembly by individuals, what 
measures should be implemented at the domestic and international level, in order to 
avoid further violations of this right? 

 

 

 
7 “Covid-19 and freedom of Assembly and Association,” Office of the United Nations High 
Commissioner for Human Rights, accessed January 17, 2021, 
https://www.ohchr.org/EN/Issues/AssemblyAssociation/Pages/Covid19freedomAssembly.aspx 
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QARMA 1: In times of crisis such as those of the present day, which 
strategies and methods could be implemented at the domestic and 
international level, in order to move the expression of the right to freedom 
of assembly to online platforms? 
 

History / Background of the Problem 

For as long as governments have existed, they have limited the possibilities of their citizens 
to voice their concerns, as well as to criticise and demand productive change from the State.8 
While demonstrations, riots and revolts have been occurring for just as long as there have 
been social issues, the phenomenon of human rights, and therefore also the right to peaceful 
assembly, is a rather modern development. Throughout history, we distinguish between 
three generations of fundamental rights – civil-political rights, socio-economic rights, and 
collective rights.9

 

The right to peaceful assembly and association belongs to the first generation of human 
rights, which deal with individual liberty and the participation in political life.10 The first-
generation rights originate in the Age of Enlightenment in the 17th and 18th century, and 
stem from social contract theory, particularly that of Thomas Hobbes, John Locke and Jean-
Jacques Rousseau.11 

Nowadays, the right to peaceful assembly has been recognised by most States, as well as 
many international organisations. In particular, the international treaties that provide for the 
right to peaceful assembly and association include the International Covenant on Civil and 
Political Rights (art. 21), the European Convention on Human Rights (art. 11), the American 
Convention on Rights (art. 15), the African Charter on Human and Peoples’ Rights (art. 21) 
and the ASEAN Human Rights Declaration (art. 24). Furthermore, the right to peaceful 
assembly has been defined as protecting ‘the non-violent gathering by persons for specific 
purposes, principally expressive ones’.12 It is a right of everyone, including that of migrants 

 
8 “The Historic Right to Peaceful Protest”, The Liberty Guide to Human Rights, accessed January 
19, 2021,  https://web.archive.org/web/20080430160441/http://www.yourrights.org.uk/your-
rights/chapters/the-right-of-peaceful-protest/the-historic-right-of-peaceful-protest/the-historic-right-
of-peaceful-protest.shtml. 
9 “Three Generations of Human Rights”, Globalization 101, accessed January 19, 2021, 
https://www.globalization101.org/three-generations-of-rights/. 
10 “Three Generations of Human Rights”, Globalization 101, accessed January 19, 2021, 
https://www.globalization101.org/three-generations-of-rights/. 
11 “The Evolution of Human Rights”, Council of Europe, accessed January 19, 2021, 
https://www.coe.int/en/web/compass/the-evolution-of-human-rights. 
12 United Nations Human Rights Committee, General Comment No. 37 on the right of peaceful 
assembly (article 21), adopted 17 September 2020, para. 4 
http://docstore.ohchr.org/SelfServices/FilesHandler.ashx?enc=6QkG1d%2fPPRiCAqhKb7yhsrdB0H1
l5979OVGGB%2bWPAXj3%2bho0P51AAHSqSubYW2%2fRxcFiagfuwxycuvi40wJfdPLI9%2feceD
WBX%2fij2tgqDXgdjqx8wTKKbIoySyDPtsMO 
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(whether documented or not), asylum seekers, refugees and stateless persons.13 It protects 
peaceful assemblies: 

‘wherever they take place: outdoors, indoors and online; in public and private spaces; 
or a combination thereof. Such assemblies may take many forms, including 
demonstrations, protests, meetings, processions, rallies, sit-ins, candlelit vigils and 
flash mobs.’14 

Furthermore, as this is a right to ‘peaceful’ assembly, it by definition must not be exercised 
using violence.15 While the line between a peaceful assembly and a non-peaceful assembly 
may sometimes be somewhat blurred, there is a presumption in favour of the 
demonstrators.16 Additionally, for a protest to be violent, this violence must come from the 
protestors – any violence on behalf of the State authorities does not render the protest non-
peaceful.17 

It is generally accepted that the right to protest is therefore a combination of the following 
rights: the right to peaceful assembly, the right to association, and the freedom of 
expression.18 However, many other rights may be relevant. As such, States have an 
obligation to respect, protect and fulfil all of them. 

 

 
13 United Nations Human Rights Committee, General Comment No. 37 on the right of peaceful 
assembly (article 21), adopted 17 September 2020, para. 5 
http://docstore.ohchr.org/SelfServices/FilesHandler.ashx?enc=6QkG1d%2fPPRiCAqhKb7yhsrdB0H1
l5979OVGGB%2bWPAXj3%2bho0P51AAHSqSubYW2%2fRxcFiagfuwxycuvi40wJfdPLI9%2feceD
WBX%2fij2tgqDXgdjqx8wTKKbIoySyDPtsMO 
14 United Nations Human Rights Committee, General Comment No. 37 on the right of peaceful 
assembly (article 21), adopted 17 September 2020, para. 6 
http://docstore.ohchr.org/SelfServices/FilesHandler.ashx?enc=6QkG1d%2fPPRiCAqhKb7yhsrdB0H1
l5979OVGGB%2bWPAXj3%2bho0P51AAHSqSubYW2%2fRxcFiagfuwxycuvi40wJfdPLI9%2feceD
WBX%2fij2tgqDXgdjqx8wTKKbIoySyDPtsMO 
15 United Nations Human Rights Committee, General Comment No. 37 on the right of peaceful 
assembly (article 21), adopted 17 September 2020, para. 15 
http://docstore.ohchr.org/SelfServices/FilesHandler.ashx?enc=6QkG1d%2fPPRiCAqhKb7yhsrdB0H1
l5979OVGGB%2bWPAXj3%2bho0P51AAHSqSubYW2%2fRxcFiagfuwxycuvi40wJfdPLI9%2feceD
WBX%2fij2tgqDXgdjqx8wTKKbIoySyDPtsMO 
16 United Nations Human Rights Committee, General Comment No. 37 on the right of peaceful 
assembly (article 21), adopted 17 September 2020, para. 15 
http://docstore.ohchr.org/SelfServices/FilesHandler.ashx?enc=6QkG1d%2fPPRiCAqhKb7yhsrdB0H1
l5979OVGGB%2bWPAXj3%2bho0P51AAHSqSubYW2%2fRxcFiagfuwxycuvi40wJfdPLI9%2feceD
WBX%2fij2tgqDXgdjqx8wTKKbIoySyDPtsMO 
17 United Nations Human Rights Committee, General Comment No. 37 on the right of peaceful 
assembly (article 21), adopted 17 September 2020, para. 18 
http://docstore.ohchr.org/SelfServices/FilesHandler.ashx?enc=6QkG1d%2fPPRiCAqhKb7yhsrdB0H1
l5979OVGGB%2bWPAXj3%2bho0P51AAHSqSubYW2%2fRxcFiagfuwxycuvi40wJfdPLI9%2feceD
WBX%2fij2tgqDXgdjqx8wTKKbIoySyDPtsMO 
18 “The Historic Right to Peaceful Protest”, The Liberty Guide to Human Rights, accessed January 
19, 2021,  https://web.archive.org/web/20080430160441/http://www.yourrights.org.uk/your-
rights/chapters/the-right-of-peaceful-protest/the-historic-right-of-peaceful-protest/the-historic-right-
of-peaceful-protest.shtml 
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Recent Developments 

With the introduction of the internet for public use in 1991, technology has played an 
important role in bringing together individuals with common goals and interests from all 
around the world.19 With increasing accessibility to online content and the possibilities for 
communication becoming wider than ever, it has become a tactical strategy to move the 
promotion of social causes from an offline to an online environment. It has been observed 
that online activism is characterised as the employment of digital tools as a means of 
promoting social and / or political change.20 

There are several different ‘digital tools’ available to those wishing to bring their activism to 
online platforms. Social media networks with large usage numbers, such as Facebook, 
Twitter, YouTube and Instagram, have emerged as some of the most popular and useful 
channels to garner support and shed light on issues and events which may be overlooked 
or withheld by mainstream media.21 As of recent, such networks have also become 
particularly attractive to young audiences, who are often left out of important discussions by 
traditional political and social channels, by reason of their presumed inexperience on such 
issues. As such, social media has played a significant role in organising social movements in 
various parts of the world. For example, anti-government protests in Tunisia and Egypt in 
2011 were partially organised on Facebook.22 Similarly, pro-democracy protests in Hong 
Kong in 2019, and recent BLM protests in the USA and elsewhere were able to attain 
massive support as a result of online sharing of information regarding why the social 
movement is needed, as well as the location, time and tactics that will be used by the 
participants. Moreover, the use of mobile phones with in-built cameras has allowed 
protestors to document the events and share their experiences online with the wider 
community. Furthermore, micro-blogging and the hashtag feature have allowed for the 
spread of information to enormous numbers of accounts, reaching a lot of people 
simultaneously, which is how movements such as #metoo, #blacklivesmatter and 
#fridaysforfuture have been popularised in the last years.23 

Increasingly, protests take place entirely online. There are several websites that allow for 
the promotion of online petitions for activists to reach a wide audience and communicate 
their cause in an inexpensive and efficient way. Examples of such websites include 

 
19 “A Brief History of Online Activism”, Mashable, accessed January 19 2021, 
https://mashable.com/2011/08/15/online-activism/?europe=true. 
20 Digital and Online Activism”, Reset, accessed January 19 2021, 
https://en.reset.org/knowledge/digital-and-online-activism. 
21 “Digital and Online Activism”, Reset, accessed January 19 2021, 
https://en.reset.org/knowledge/digital-and-online-activism. 
22 “Digital and Online Activism”, Reset, accessed January 19 2021, 
https://en.reset.org/knowledge/digital-and-online-activism. 
23 “Digital and Online Activism”, Reset, accessed January 19 2021, 
https://en.reset.org/knowledge/digital-and-online-activism. 
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Change.org, ipetitions, Avaaz.org24 and Amnesty International. Moreover, strategies such as 
hosting of campaign websites and hacking of websites, for example by groups such as 
Anonymous, have been used to promote social and political causes.25 This has also given 
rise to various crowdsourcing platforms, which distribute resources and provide assistance 
to initiatives in order to create collaboration opportunities between those who are 
interested.26 Examples include Kickstarter and GoFundMe. 

These developments have led the UN Human Rights Committee to recognise that the right 
to peaceful assembly must be guaranteed ‘in public and in private spaces, outdoors, indoors 
and online [emphasis added].’27  

More information regarding the timeline and history of online activism can be found here. 

 

Relevant Actors / Institutions  

The right to peaceful assembly ‘constitutes the foundation of a system of participatory 
governance based on democracy, human rights, the rule of law and pluralism.’28 As such, it 
has not only been recognised by many national constitutions, but it has become one of the 
cornerstone fundamental rights that are protected by various international organisations, 
bodies and institutions. The International Covenant on Civil and Political Rights has emerged 
as the international treaty protecting the right to peaceful assembly with the most far-
reaching influence. The international body that is tasked with the monitoring of the 
application and enforcement of this treaty is the Human Rights Committee. Additionally, the 
UN High Commissioner for Human Rights and the Special rapporteur on the rights to 
freedom of peaceful assembly and of association have the responsibility to enhance 
international cooperation in this field. Similarly, regional bodies such as the Council of Europe 
and the European Court of Human Rights, encompass an analogous institutional setup that 
permits the monitoring and implementation of their human rights treaties. Other examples 
include the Inter-American Court of Human Rights which is tasked with safeguarding the 
American Convention on Human Rights, as well as the African Commission on Human and 
People’s Rights and the African Court on Human and People’s Rights, which have this task 
with respect the African Charter on Human and Peoples’ Rights, and the ASEAN 

 
24 “Digital and Online Activism”, Reset, accessed January 19 2021, 
https://en.reset.org/knowledge/digital-and-online-activism. 
25 Guobin Yang, “Online Activism” Journal of Democracy no. 3 vol. 20 (July 2009)  
https://core.ac.uk/download/pdf/76382715.pdf. 
26 “Digital and Online Activism”, Reset, accessed January 19 2021, 
https://en.reset.org/knowledge/digital-and-online-activism.  
27 “How do you define lawful peaceful protest? The UN Human Rights Committee has a clear 
answer”, UN News, accessed January 19 2021, https://news.un.org/en/story/2020/07/1069211. 
28 United Nations Human Rights Committee, General Comment No. 37 on the right of peaceful 
assembly (article 21), adopted 17 September 2020, para. 1 
http://docstore.ohchr.org/SelfServices/FilesHandler.ashx?enc=6QkG1d%2fPPRiCAqhKb7yhsrdB0H1
l5979OVGGB%2bWPAXj3%2bho0P51AAHSqSubYW2%2fRxcFiagfuwxycuvi40wJfdPLI9%2feceD
WBX%2fij2tgqDXgdjqx8wTKKbIoySyDPtsMO 
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Intergovernmental Commission on Human Rights, which must ensure the adherence to the 
ASEAN Human Rights Declaration. 

Furthermore, there are several non-governmental organisations that advocate and campaign 
for human rights, including the right to peaceful assembly. Such NGOs include Amnesty 
International, Human Rights Watch and the Civil Rights Defenders, among others.29 

 

International Approaches That Have Already Been Taken 

Recent developments in the shift of peaceful assemblies and protests from merely in-person 
demonstrations, to online platforms, have forced the international community to change its 
perspective on the integral parts of this fundamental right. In fact, recent developments have 
led the UN Human Rights Committee to shape a new authoritative interpretation of this 
right, allowing it to extend also to online activities.30 As a matter of fact, Christof Heyns, the 
Committee’s rapporteur31, has stated that it has been recognised that the right to peaceful 
assembly must be guaranteed ‘in public and in private spaces, outdoors, indoors and online 
[emphasis added].’32 Moreover, it has been decided that Governments ‘cannot block internet 
networks or close down any website because of their roles in organising or soliciting a 
peaceful assembly.’33 It has been noted that these reinterpretations are especially crucial in 
the time of the COVID-19 pandemic.34 

These new developments have come with the adoption of the General Comment No. 37 
(2020) on the right of peaceful assembly by the Human Rights Committee, which interprets 
and explains the right to peaceful assembly enshrined in art. 21 International Covenant on 
Civil and Political Rights (ICCPR). This document establishes that, as many activities relevant 
to the exercise of the right to peaceful assembly occur online, it is only necessary that these 
activities are also protected by it. In paragraph 6, it provides that ICCPR protects peaceful 
assemblies ‘wherever they take place’, including in online spaces.35 Furthermore, it prohibits 

 
29 “25 International Human Rights Organisations”, Human Rights Careers, accessed January 19 
2021, https://www.humanrightscareers.com/magazine/international-human-rights-organizations/. 
30 “How do you define lawful peaceful protest? The UN Human Rights Committee has a clear 
answer”, UN News, accessed January 19 2021, https://news.un.org/en/story/2020/07/1069211. 
31 “U.N. Human Rights Committee General Comment No. 37 on Freedom of Assembly: An 
Excellent and Timely Contribution”, Just Security, accessed January 19 2021, 
https://www.justsecurity.org/71754/u-n-human-rights-committee-general-comment-no-37-on-
freedom-of-assembly-an-excellent-and-timely-contribution/. 
32 “How do you define lawful peaceful protest? The UN Human Rights Committee has a clear 
answer”, UN News, accessed January 19 2021, https://news.un.org/en/story/2020/07/1069211. 
33 “How do you define lawful peaceful protest? The UN Human Rights Committee has a clear 
answer”, UN News, accessed January 19 2021, https://news.un.org/en/story/2020/07/1069211. 
34 “How do you define lawful peaceful protest? The UN Human Rights Committee has a clear 
answer”, UN News, accessed January 19 2021, https://news.un.org/en/story/2020/07/1069211.  
35 United Nations Human Rights Committee, General Comment No. 37 on the right of peaceful 
assembly (article 21), adopted 17 September 2020, para. 6 
http://docstore.ohchr.org/SelfServices/FilesHandler.ashx?enc=6QkG1d%2fPPRiCAqhKb7yhsrdB0H1
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States from blocking or hindering ‘Internet connectivity in relation to peaceful assemblies’,36 
and provides that ‘States should ensure that the activities of Internet service providers and 
intermediaries do not unduly restrict assemblies or the privacy of assembly participants.’37 

In 2019, the Special Rapporteur on the rights to freedom of peaceful assembly and of 
association, promulgated a report, The Digital Age (A/HRC/41/41), where he concludes that 
the freedom of peaceful assembly and of association apply when exercised in person, 
through existing technologies, or through technologies that will be designed in the future, 
and that these considerations should not only guide government policy, but also the 
regulation of digital technology companies, and the design, control and governance of their 
products.38 

Additionally, the Association for Progressive Communications (APC) published a report in 
2019, that has not only tackled the issues of dependence on the Internet and the ‘double 
exclusion’ of those who cannot access it, but also proposed the limitations and restrictions 
to the right to peaceful assembly and association online, as well as the responsibilities of 
States in this regard.39 

 
QARMA 2: Which safeguards should be implemented at the domestic and 
international level in order to secure an adequate level of data protection 
of data subjects in light of the right of assembly on online platforms? 
 
History / Background of the Problem  

The concept of data protection within technology law is a relatively new field. Although a 
general right to privacy has existed on the international level since the adoption of the 

 
l5979OVGGB%2bWPAXj3%2bho0P51AAHSqSubYW2%2fRxcFiagfuwxycuvi40wJfdPLI9%2feceD
WBX%2fij2tgqDXgdjqx8wTKKbIoySyDPtsMO 
36 United Nations Human Rights Committee, General Comment No. 37 on the right of peaceful 
assembly (article 21), adopted 17 September 2020, para. 34 
http://docstore.ohchr.org/SelfServices/FilesHandler.ashx?enc=6QkG1d%2fPPRiCAqhKb7yhsrdB0H1
l5979OVGGB%2bWPAXj3%2bho0P51AAHSqSubYW2%2fRxcFiagfuwxycuvi40wJfdPLI9%2feceD
WBX%2fij2tgqDXgdjqx8wTKKbIoySyDPtsMO 
37 United Nations Human Rights Committee, General Comment No. 37 on the right of peaceful 
assembly (article 21), adopted 17 September 2020, para. 34 
http://docstore.ohchr.org/SelfServices/FilesHandler.ashx?enc=6QkG1d%2fPPRiCAqhKb7yhsrdB0H1
l5979OVGGB%2bWPAXj3%2bho0P51AAHSqSubYW2%2fRxcFiagfuwxycuvi40wJfdPLI9%2feceD
WBX%2fij2tgqDXgdjqx8wTKKbIoySyDPtsMO 
38 “Rights to freedom of peaceful assembly and of association”, Report of the Special Rapporteur 
on the rights to freedom of peaceful assembly and of association, accessed January 19 2021, 
https://undocs.org/A/HRC/41/41. 
39 “The rights to freedom of peaceful assembly and of association in the digital age: Submission to 
the United Nations Special Rapporteur on the rights to freedom of peaceful assembly and of 
association by the Association for Progressive Communications (APC)”, Association for Progressive 
Communications (APC), accessed January 19 2021, 
https://www.apc.org/sites/default/files/APCSubmissionFoAADigital_AgeJanuary2019.pdf.  
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Universal Declaration of Human Rights in 1948, where it is enshrined in art. 12,40 and has 
been recognised by most national constitutions, data protection itself is not even 50 years 
old. The first reference to data protection was made in 1974, when Sweden adopted the 
first ever data protection law, Sweden’s Data Act, and the Swedish Data Protection 
Authority made the use of information systems as a means to deal with any type of personal 
data, illegal for any person or company without a license.41 Since then, many countries have 
followed suit. As a result, in 1981, the Council of Europe adopted the Data Protection 
Convention (Treaty 108), which stated that the protection of the right to privacy was an 
obligation of States.42 Thereafter, the European Union adopted the Data Protection Directive 
of 1995, which came into force three years later.43  

Nevertheless, most States have still not implemented an adequate system of data protection 
for data subjects, particularly in the wake of the current Digital Age, where our online 
activities are monitored and traced by the information technology industry, dominated by a 
handful Big Tech companies. 

 

Recent Developments 

Although the last 50 years or so have been characterised by the Information Age, a period 
of a rapid increase in the development of new digital technologies, that have entirely 
transformed they ways in which our lives and society function, little has been done to reflect 
this transformation in the law on data protection, especially in the 1990s and early 2000s.44 
While every significant aspect of life and the data that comes with it was being moved online, 
including personal data with respect to healthcare, education, employment, entertainment, 
communication, banking, finances etc., no concerted action has been taken for a long time 
at both the national and the  international level to ensure the protection of the 
aforementioned data subjects. In 1995, the European Data Protection Directive (Directive 

 
40 “A Brief History of Data Protection: How Did It All Start?”, International Network of Privacy Law 
Professionals, accessed January 19 2021, https://inplp.com/latest-news/article/a-brief-history-of-
data-protection-how-did-it-all-start/.  
41 “There are now less than 10 months until the GDPR replaces the EU’s Data Protection Directive”, 
Vuture, accessed January 19 2021, https://vutu.re/blog/gdpr-timeline--a-history-of-data-
protection.aspx#:~:text=The%20first%20ever%20data%20protection,personal%20data%20withou
t%20a%20license. 
42 “A Brief History of Data Protection: How Did It All Start?”, International Network of Privacy Law 
Professionals, accessed January 19 2021, https://inplp.com/latest-news/article/a-brief-history-of-
data-protection-how-did-it-all-start/.  
43 “There are now less than 10 months until the GDPR replaces the EU’s Data Protection Directive”, 
Vuture, accessed January 19 2021, https://vutu.re/blog/gdpr-timeline--a-history-of-data-
protection.aspx#:~:text=The%20first%20ever%20data%20protection,personal%20data%20withou
t%20a%20license. 
44 “There are now less than 10 months until the GDPR replaces the EU’s Data Protection Directive”, 
Vuture, accessed January 19 2021, https://vutu.re/blog/gdpr-timeline--a-history-of-data-
protection.aspx#:~:text=The%20first%20ever%20data%20protection,personal%20data%20withou
t%20a%20license. 
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95/46/EC) was adopted, by which the European Commission purported to protect the rights 
of data subjects with respect to the processing of personal data, as well as the movement 
of this data.45 These and other reforms culminated in the adoption of the General Data 
Protection Regulation (GDPR) (Regulation 2016/679) by the European Parliament and the 
Council of the EU in 2016, a comprehensive legal document that thoroughly addresses the 
issues of digital privacy and digital security, particularly in the context of personal data 
processing.46 The GDPR came into effect in 2018, and is as such a very new document, the 
success of which is not yet known. Although the GDPR has been criticised for not going far 
enough to protect the rights of data subjects,47 it is as of yet the most rigorous data 
protection legislation in the world.48  

Nevertheless, even as the most rigorous data protection legislation available at this time, 
the GDPR does not address issues of data protection of those exercising their right to 
peaceful assembly and association online, but rather focuses on the commercial aspect of 
data protection as it regulates data use in economic transactions by third parties. In fact, the 
only official recognition of the right to the protection of certain data of those exercising this 
right, has come from the Human Rights Committee in the new General Comment No. 37 
(2020) on the right of peaceful assembly.  

 

Relevant Actors / Institutions  

As mentioned above, the only comprehensive action taken at national or international level 
with respect to data protection, was done by the European Union with the adoption of the 
GDPR in 2018. Art. 51 GDPR provides that every Member State must establish a national 
supervisory authority, which will be responsible for the implementation and adherence of 

 
45 “The History of the General Data Protection Regulation”, European Data Protection Supervisor, 
accessed January 19 2021, https://edps.europa.eu/data-protection/data-
protection/legislation/history-general-data-protection-regulation_en.  
46 “What is GDPR, the EU’s new data protection law?”, GDPR.EU, accessed January 19 2021, 
https://gdpr.eu/what-is-
gdpr/#:~:text=The%20General%20Data%20Protection%20Regulation,security%20law%20in%20t
he%20world.&text=The%20regulation%20was%20put%20into,tens%20of%20millions%20of%2
0euros. 
47 “GDPR’s two-year review flags lack of ‘vigorous’ enforcement”, Techcrunch, accessed January 
19 2021, https://techcrunch.com/2020/06/24/gdprs-two-year-review-flags-lack-of-vigorous-
enforcement/?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuZ29vZ2xlLmNvbS8&guce_referre
r_sig=AQAAALVX7PAAmI1qd-sqaS_z7r9HYVXiviS-fw6QUkN-
mZBb8Gk0NL19bsblKvRXyrHvaMN2jD5ehUx5gk1OvKV-
IwU4MSPU4tcfvEzrBJNND4wEo_BztBN2UK1OeVQJ3MBnLhkpIxUDrY6F6aO84cp2AmtdqdHIcRm
3o0B-uqIlmRcB. 
48 “What is GDPR, the EU’s new data protection law?”, GDPR.EU, accessed January 19 2021, 
https://gdpr.eu/what-is-
gdpr/#:~:text=The%20General%20Data%20Protection%20Regulation,security%20law%20in%20t
he%20world.&text=The%20regulation%20was%20put%20into,tens%20of%20millions%20of%2
0euros. 
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that Member State with the rules and provisions in the GDPR.49 Furthermore, the European 
Data Protection Supervisor (EDPS) is the body that is responsible for those same tasks with 
respect to the institutions of the EU when it comes to the processing of personal data.50 

Additionally, the Human Rights Committee has recognised the need to protect the data of 
those purporting to exercise their right to protest on online platforms, and will presumably 
take more action in the future with regard to this topic. The same can be said of the 
Association for Progressive Communications. 

 

International Approaches That Have Already Been Taken 

It is necessary to take into consideration individual circumstances when adopting solutions 
at the domestic level in order to ensure that proposals at the international level do not 
emulate a particular model of data protection but rather appeal to all parties of the HRC. 
Nevertheless, finding a solution to this issue has proved to be difficult so far. This is because 
there appear to be two general approaches. On one side there are the countries which 
consider freedom of expression and freedom of assembly to be of the utmost importance, 
while on the other side there are those which prefer to restrict such freedoms in the interest 
of national security. Although the former countries are committed towards the protection of 
freedom of expression and assembly, there is a delicate balance between upholding these 
rights and preventing  the spread of hate speech, violence and discrimination on online 
platforms. In contrast, the latter countries often implement such stringent restrictions in the 
name of ‘national security’,  that their laws violate the freedoms of expression and assembly 
in the absolute sense. Therefore, the question arises of how to ensure that such 
fundamental freedoms are not infringed upon, while preventing them from being used as 
excuses for the violation of other, equally important rights.   

We have seen several violations of the right to peaceful assembly, both online and offline, 
in the last years. Of particular concern are the measures taken by the Chinese government 
with regard to the level of surveillance and control exerted on its citizens. While surveillance 
has become a part of everyday life in many countries, China has become the international 
leader in social control through techniques such as facial recognition, with as many as one 
CCTV camera for every 5.9 citizens in some parts of the country - 30 times the number of 
cameras in Washington.51 Furthermore, the Chinese government is not only failing to enact 
safeguards to protect its own citizens from the collection of this personal data, but is also 
exporting its surveillance technology to other countries around the world, such as Venezuela 

 
49 “Art. 51 GDPR: Supervisory Authority”, Intersoft Consulting, accessed January 19 2021, 
https://gdpr-info.eu/art-51-gdpr/. 
50 “European Data Protection Supervisor (EDPS)”, European Union, accessed January 19 2021, 
https://europa.eu/european-union/about-eu/institutions-bodies/european-data-protection-
supervisor_en. 
51 “‘The Entire System is Designed to Suppress Us’. What the Chinese Surveillance State Means for 
the Rest of the World”, Time, accessed January 31 2021, https://time.com/5735411/china-
surveillance-privacy-issues/. 
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and Zimbabwe.52 Such strategies, paired with its use of social media to spread 
misinformation, to intimidate activists53 and censor any opposition sentiment online,54 have 
become a serious threat to the internationally agreed on standards of freedom of assembly. 
However, such measures are also increasingly implemented in traditionally strong 
democracies. At the end of 2020, France introduced a new law according to which the 
filming of the police and posting the content on social media would be decidedly limited.55 
Although the implementation of this law has been postponed due to large-scale protests by 
the public, who claim that this is a violation of the freedom of expression and restricts the 
documentation of police brutality,56 the French government is yet to abandon the project 
entirely, in the name of national security.57 

Despite differences in domestic values, it is paramount that States ensure that the people 
are protected in their right to peaceful assembly and association on online platforms to the 
same degree as they are offline. In his report, the Special Rapporteur on the rights to 
freedom of peaceful assembly and association has expressed concern regarding various 
surveillance tools used by the government which may have negative consequences for the 
dissemination of information online, as well as the imposition of ‘social media taxes’ in some 
countries which may block access to online content to those who cannot afford it.58 

Additionally, the Association for Progressive Communications (APC) published a report in 
2019 in which it proposed the limitations and restrictions to the right to peaceful assembly 
and association online that could potentially be imposed, as well as spelled out the 
responsibilities of States in this regard.59 

 
52 “‘The Entire System is Designed to Suppress Us’. What the Chinese Surveillance State Means for 
the Rest of the World”, Time, accessed January 31 2021, https://time.com/5735411/china-
surveillance-privacy-issues/. 
53 “How China’s Government Used Social Medial Against Movements in Taiwan, Hong Kong”, 
Cyberscoop, accessed January 31 2021, https://www.cyberscoop.com/chinese-disinformation-
recorded-future/. 
54 “Zoom Censors Video Talks on Hong Kong and Tiananmen, Drawing Criticism”, The Washington 
Post, accessed January 31 2021, https://www.washingtonpost.com/world/asia_pacific/zoom-
censors-video-talks-on-hong-kong-and-tiananmen-drawing-criticism/2020/06/11/0197dc94-ab90-
11ea-a43b-be9f6494a87d_story.html. 
55 “French Parliament Drops Controversial Draft Law Curtailing Right to Film Police”, France 24, 
accessed January 31 2021, https://www.france24.com/en/france/20201130-french-parliament-
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bill. 
57 “Thousands Take to Streets to Protest Against French Security Bill”, France 24, accessed January 
31 2021, https://www.france24.com/en/europe/20210130-new-protests-in-france-against-security-
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58 “Rights to freedom of peaceful assembly and of association”, Report of the Special Rapporteur 
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QARMA 3: In light of recent events which have highlighted violations to the 
right to non-discriminations when expressing the right to freedom of 
assembly by individuals, what measures should be implemented at the 
domestic and international level, in order to avoid further violations of this 
right? 
 

History / Background of the Problem  

While it is true that governments throughout history have attempted to subdue their citizens’ 
possibilities for voicing dissent, this reality has impacted none more than those inherently 
disadvantaged by omnipresent biases in society. Be it as a result of their skin colour, gender, 
disabilities or otherwise, the disenfranchised have always fallen victim to amplified levels of 
public surveillance and force, while enjoying significantly fewer opportunities to perpetuate 
change in governance.  

Though the international community has undoubtedly made significant progress over the 
course of centuries, the blights of institutionalised sexism, racism and discrimination of all 
sorts continue to persist to this very day, albeit in different forms and gradations depending 
on the socio-political context. In this sense, the world has been witness to a 
disproportionately high amount of executive brutality directed towards disadvantaged 
communities, who are very often either hindered in pursuing or outright denied their basic 
rights to freedom of assembly and expression. 

A prime example of such racial discrimination during peaceful protests was the inhumane 
treatment of African Americans during the American Civil Rights movement, which was as 
unjust as it was excessively forceful, with law-enforcement taking a non-compromising 
stance towards brutally, cracking down on even the most passive and harmless forms of 
protests.60  

Women too, have likewise been unable to shed the societal bias placed upon them, namely 
in the form of the objectification of their person and an insisting perception of weakness, 
with arrests during protests producing frequent reports of sexual harassment by law 
enforcement.61 

 

 
 

Communications (APC), accessed January 19 2021, 
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Recent Developments 

As of recent, the Black Lives Matter protests once again sought to bring awareness to the 
racial discrimination African Americans consistently face. With the tragic passing of George 
Floyd and other victims of police violence, the movement grew rapidly around the world and 
brought people from all backgrounds together to recognise and discuss the harsh realities 
of racism and discrimination in the current-day.62 

Notably, the countless examples of uncompromisingly forceful police interventions during 
peaceful BLM gatherings stand in stark contrast to the relatively temperate treatment which 
fanatical Trump supporters received in the leadup to their siege of the US Capitol on January 
6 2021, displaying how minorities still face inequality in exercising the right to freedom of 
assembly.63 

The violence shown during the BLM protests exemplifies how police often use force in a 
discriminatory manner, however, discrimination on the basis of race is present in other 
instances of equal importance. One important example is the use of facial recognition 
technology, which has drastically increased in recent years. This technology in itself is not 
problematic, and it is used in many everyday scenarios, such as phone screen unlocking, 
nevertheless, its usage by police and military is hotly debated. At present, the police are 
making use of face recognition technology in order to prevent and detect crime, for example 
using it to locate missing criminals or to assess whether any individuals present at events 
could pose a security threat.64 

Although it is clear that such technology presents many advantages, its use is questioned 
due to its accuracy, or lack thereof, particularly when it comes to people of colour. A US 
government study showed that facial recognition algorithms appear to be much less 
accurate when identifying African-American and Asian faces compared to Caucasian ones.65 
Moreover, concerns of similar nature have been raised in the US and UK regarding the use 

 
62 Daniel Odin Shaw and Saman Ayasha Kidwai, “The Global Impact of the Black Lives Matter 
(BLM) Movement,” The Geopolitics, accessed January 19, 2021, https://thegeopolitics.com/the-
global-impact-of-the-black-lives-matter-movement/ 
63 Rachel Chason and Samanta Schmidt, “Lafayette Square, Capitol rallies met 
starkly different policing response,” The Washington Post, accessed January 18, 2021, 
https://www.washingtonpost.com/dc-md-va/interactive/2021/blm-protest-capitol-riot-police-
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Thales, last modified January 22, 2021, https://www.thalesgroup.com/en/markets/digital-identity-
and-security/government/biometrics/facial-recognition.  
65 “Facial Recognition Fails on Race, Government Study Says,” BBC News, last modified December 
20, 2019, https://www.bbc.com/news/technology-50865437. 
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of facial recognition technology to predict criminality.66 This is because some people claim 
that such technologies present an inherent bias against particular races.67 

Protests are one instance in which the use of facial recognition technology, and its apparent 
racial bias and inaccuracy, is particularly significant. Nowadays, through the analysis of data 
such as surveillance videos, this kind of technology is being used to identify, for example, 
the people who actively took part in protests. As previously mentioned, in many instances 
Caucasians have been shown to receive better treatment by police forces compared to 
people of colour. The use of such technologies will likely lead to a worsening of this 
differential treatment. Furthermore, the fact that facial recognition technologies are not as 
accurate when identifying people of colour, and have been shown to identify the wrong 
person, means that people of colour, compared to Caucasians, are more likely to be wrongly 
accused of participating in protests. 

A second issue which requires further inquiry is that of differential treatment on the basis of 
gender. Firstly, there has been a staggering increase in the number of arrests of females 
compared to males. This may be due to societal changes, however, it is linked to the 
presence of several crimes which in many countries are only applicable, or mostly applicable, 
to women. Crimes of this kind are abortion, adultery, failure to respect dress codes etc.68 
Secondly, it appears that, when stopped by police, females are more likely to be subjected 
to the use of force, compared to males. Furthermore, a US study shows that, even though 
women make up only 27% of arrests, they constitute 44% of police-initiated contacts.69 
Therefore, this shows that there is gender bias in police behaviour. Although this study does 
not directly address protests, it is not hard to understand how such differential treatment 
may come into play. 

This paper has mentioned several times the BLM protests which took place in the US, since 
they are one of the most recent and significant events which highlighted the violent 
behaviour of the police, and the different degrees of force used on the basis of race and 
gender. Nevertheless, it would be wrong to assume that such issues are only present in the 
US. In Europe, for example, racial and religious minorities are often discriminated against by 
the police. In France Black and Arab people have often been targeted, not only by the police 
but also by the government, for example through the French law adopted in 2011, which 
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prohibited the use of full face covering. Greece and Italy have often been accused of 
arbitrarily detaining and abusing refugees and migrants.70  

A significant case of discriminatory conduct by the police towards protesters took place in 
July 2021 in Poland. In this instance, the protestors were expressing their support for the 
LGBT+ community, and were arrested. Despite the fact that the Polish Constitution 
promotes equality, the Polish government has stated that LGBT+ rights are an ‘invasive 
ideology’. Although the Polish police claim that the arrests were not due to the subject of 
the protests, many polish citizens have stated that discriminatory behaviour took place.71 

Taking into account the examples provided, and the many others which have not been 
described, it becomes clear that the right to non-discrimination, is not respected in many 
different countries around the globe, particularly when it comes to the exercise of the right 
to freedom of assembly. As a consequence, action must be taken in order to address this 
issue.  

 

Relevant Actors / Institutions  

On the international stage, the UN has made multiple concerted efforts to improve the plight 
of groups affected by either racial or gender-based discrimination worldwide.  

The Committee on the Elimination of Racial Discrimination was established by the  
International Convention on the Elimination of All Forms of Racial Discrimination (CERD) in 
1965, with its principal tasks consisting of monitoring States and providing 
recommendations on how they can eliminate all forms of racial discrimination. 72 In 2014, 
the Secretary General published a guidance note which provides further guidance for the 
UN’s aspirations to tackle racial discrimination and protect minorities, detailing 
recommendations which call for comprehensive and coherent action.73 

In order to protect the rights of women, the UN established the Committee on the 
Elimination of Discrimination Against Women in 1979, after the General Assembly adopted 
the Convention on the Elimination of All Forms of Discrimination Against Women (CEDAW), 
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for which the Committee is tasked with overseeing the implementation.74 Additionally, the 
United Nations Entity for Gender Equality and the Empowerment of Women, UN-WOMEN 
for short, was founded in 2010, with the principal aim of achieving true gender equality.75 

 

International Approaches That Have Already Been Taken 

In recent months, particularly following the Black Lives Matter protests, there has been a 
global outcry denouncing the persistence of racial discrimination during the crackdown on 
peaceful gatherings which ought to be protected by the rights of freedom of expression and 
assembly. In 2016, the UN Special Rapporteur on the rights to freedom of peaceful assembly 
and of association made a statement following his visit to the United States of America, in 
which he emphasised that excellent practices for addressing protestors already exist, but 
sadly law enforcement bodies often prefer to use violent and intimidatory tactics.76 
Nevertheless, despite a plethora of condemnations of this kind having been made by 
numerous public figures and inter-governmental bodies, concrete action has not yet been 
taken, and the use of violence continues to plague peaceful protestors. Furthermore, it has 
become increasingly clear that such force continues to be exercised in a discriminatory 
manner. 

As a consequence, many States in the world appear to still be deeply afflicted by 
discriminatory tendencies, particularly when it comes to respecting freedoms such as those 
of expression and peaceful assembly and association. It is clear that no concrete or sufficient 
action has been taken at the international level in order to tackle this issue. Therefore, the 
question of how to ensure that persons face no discrimination when expressing their 
fundamental rights must be addressed, and solutions must be presented.  
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